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Embodiments relate to a method, program product and an
information processing device for handling lock functions.
The device includes a lock function for restricting user opera-
tions and a lock setting unit responsive to the lock function for
transitioning the information processing device to a locked
state after a period of inactivity. It also includes a lock releas-
ing unit responsive to the lock setting unit for releasing the
locked state in response to the input of a predetermined first
password and a changing unit responsive to the lock releasing
unit for changing the number of characters to be inputted in
the first password to release the locked state.
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1
LOCK FUNCTION HANDLING FOR
INFORMATION PROCESSING DEVICES

PRIORITY

The present application claims priority to Japanese appli-
cation number 2011-281963 filed Dec. 22, 2011 and all ben-
efits accruing there from under U.S.C. §119, the contents of
which is incorporated by reference herein in its entirety.

BACKGROUND

The present disclosure relates generally to information
processing, and more specifically to lock function handling
for information processing devices.

Most information processing devices, such as personal
computers and mobile devices, provide a way to lock the
device if they remain unattended. Most often, the lock is
automatically enacted when a user operation has not been
detected within a fixed period of time. In a “locked state”,
access is restricted to majority of functions and in most
instances previously visible screens no longer are displayed.
This is done to ensure the security of the information process-
ing device so that opportunity for access or viewing of the
information by unauthorized users is kept to a minimum. The
lock on the information processing device is released when
the user enters the correct password. The user has to enter a
password with a predetermined number of characters to
release the lock on the information processing device every
time it becomes locked.

BRIEF SUMMARY

Embodiments include a method, computer program prod-
uct and an information processing device for handling lock
functions. The device includes a lock function for restricting
user operations and a lock setting unit responsive to the lock
function for transitioning the information processing device
to a locked state after a period of inactivity. It also includes a
lock releasing unit responsive to the lock setting unit for
releasing the locked state in response to the input of a prede-
termined first password and a changing unit responsive to the
lock releasing unit for changing the number of characters to
be inputted in the first password to release the locked state.

Additional features and advantages are realized through
the techniques of the present disclosure. Other embodiments
and aspects of the disclosure are described in detail herein.
For a better understanding of the disclosure with the advan-
tages and the features, refer to the description and to the
drawings.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWINGS

The subject matter which is regarded as the invention is
particularly pointed out and distinctly claimed in the claims at
the conclusion of the specification. The foregoing and other
features, and advantages of the disclosure are apparent from
the following detailed description taken in conjunction with
the accompanying drawings in which:

FIG. 1 depicts a diagram showing one configuration of an
information processing device in accordance with an embodi-
ment;

FIG. 2 depicts a flowchart illustrating processing per-
formed by the information processing device in FIG. 1 in
accordance with an embodiment;

10

15

25

40

45

50

55

2

FIG. 3 depicts an exemplary embodiment illustrating a
password input screen;

FIG. 4 depicts a flowchart illustrating processing per-
formed by the information processing device of the embodi-
ment of FIG. 1 in accordance to an alternate embodiment;

FIG. 5 depicts an exemplary embodiment illustrating a
password input screen in accordance to an alternate embodi-
ment;

FIG. 6 depicts a flowchart illustrating processing per-
formed by the information processing device of the embodi-
ment of FIG. 1 in accordance to a second alternate embodi-
ment;

FIG. 7 depicts a flowchart illustrating processing per-
formed by the information processing device of the embodi-
ment of FIG. 1 in accordance to a third alternate embodiment;

FIG. 8 depicts a flowchart illustrating processing per-
formed by the information processing device of the embodi-
ment of FIG. 1 in accordance to a forth alternate embodiment;
and

FIG. 9 depicts an exemplary embodiment illustrating a
hardware configuration in accordance to an embodiment.

DETAILED DESCRIPTION

FIG. 1 is an illustration according to one embodiment,
depicting configuration relation to an exemplary information
processing device. For ease of reference, the device is refer-
enced hereinafter as device 1. The information processing
device 1 has a lock function for restricting user operations to
prevent unauthorized access to data (by others or due to
unforeseen events). The information processing device 1
includes an operation input unit 10, a lock setting unit 12, a
lock releasing unit 14, a changing unit 16, a password setting
unit 18, a history recording unit 20, a comparing unit 22, a
location acquiring unit 24, a movement detecting unit 26, an
image input unit 28, a control unit 50, a display unit 60, and a
transmitting and receiving unit 70. The information process-
ing device 1 can be an electronic device such as a mobile
phone terminal, a mobile information terminal, or a laptop
computer.

The operation input unit 10 is connected to an input device
such as character keys or a touch panel, which is used by the
user to input operations. The operation input unit 10 supplies
the operation input from the user to the lock setting unit 12
and the changing unit 16. Also, the operation input unit 10
converts the characters inputted by the user into character
information, and inputs this information to the lock releasing
unit 14, the password setting unit 18, and the control unit 50.

The lock setting unit 12 transmits lock setting signals to the
controlunit 50 to transition the information processing device
1 to the locked state. The locked state is achieved after a
period of inactivity during which no operation has been input-
ted for a predetermined period of time. The lock releasing unit
14 sends lock releasing signals to the control unit 50 to release
a locked state when a string with a predetermined number of
characters in a first password, has been inputted (and
matched) from the operation input unit 10 while the device is
in the locked state. The lock releasing unit 14 changes the
number of characters in the first password to be inputted to
release the locked state based on an instruction from the
changing unit 16. The lock releasing unit can perform the
lock-releasing operation using a second password instead of
the first password based on an instruction from the changing
unit 16. The lock releasing unit 14 for realizing these behav-
iors can store a predetermined first password and second
password. Also, the lock releasing unit 14 may send signals
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indicating that the lock has been released to the history
recording unit 20 for storing in a history.

In this case, the first password can be a simple password,
such as the same one used in conjunction with the for the
information processing device 1. The second password, in
one embodiment, can be the formal password for the infor-
mation processing device 1. The first password can be shorter
than the second password. The security of information pro-
cessing device 1 can be increased if the first password is not
part of the second password. Alternatively, the information
processing device 1 is easier to use if the first password is part
of the second password.

Depending on the usage of the information processing
device 1, the changing unit 16 is enabled to send to the lock
releasing unit 14 an instruction to change the number of
characters to be inputted in the first password for releasing the
locked state. For example, the changing unit 16 changes the
number of characters to be inputted in response to the amount
of elapsed time since the last user operation was inputted or
since the locked state was entered. More specifically, the
changing unit 16 can allow the user to release the lock imme-
diately after entering the locked state by inputting a small
number of characters, and can gradually increase the number
of’characters to be inputted as the elapsed time increases since
the locked state was entered. In this way, security of the
information processing device 1 can be maintained when the
device has been idle for a long period of time. This also
reduces the password entry burden when the device is fre-
quently operated by the user. In addition, the changing unit 16
can reduce the number of inputted characters when the user
has not used the information processing device 1 for a long
period of time (for example, several years). Because of the
importance of information stored in an information process-
ing device 1 usually lowers when the device has not been used
for a long period of time, this allows the information process-
ing device 1 to give precedence to ease of use rather than
security.

Furthermore, the changing unit 16 can send an instruction
to the lock releasing unit 14 so that the lock releasing unit 14
releases the locked state in response to the input of a prede-
termined second password rather than the first password
when the elapsed time since the number of characters to be
inputted was changed to the maximum number of characters
in the first password exceeds a predetermined reference
elapsed time. In one embodiment, instead of or alternatively
in addition to this, the changing unit 16 can increase security,
when the current usage of the information processing device
1 is unusual with respect to the usage history, by increasing
the number of characters to be inputted, reducing the refer-
ence elapsed time, and/or instructing the lock releasing unit
14 to allow release of the lock using the second password
without allowing release of the lock using the first password.
An example of an unusual usage of the information process-
ing device 1 with respect to the history includes the current
location of the information processing device 1 being far from
the normal commuting route of the user during commuting
hours. In this way, the number of characters to be inputted in
the password can be reduced to lower the data entry burden on
the user during normal use, but increase security for the
information processing device 1 in unusual situations (for
example, in which there is a possibility that the device has
been stolen by another person.)

The password setting unit 18 allows the user to set the first
password and/or second password in response, for example,
to the operation input unit 10 receiving a password change
instruction from the user when the information processing
device 1 is in the lock-released state. The password setting
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unit 18 sends the first password and/or second password
received from the operation input unit 10 to the lock releasing
unit 14. For example, the password setting unit 18 may allow
the user to set the first password only once during the initial
setup. Alternatively, the password setting unit 18 may
increase security for the information processing device 1 by
allowing the user to set a new first password at a predeter-
mined time each day or every time the lock is released by the
user using the second password.

The history recording unit 20 records the usage history of
the information processing device 1. For example, the history
recording unit 20 may record a usage history including the
times, locations and circumstances under which the informa-
tion processing device 1 was used. The history recording unit
20 may learn behavioral patterns of the user from the usage
history. For example, the history recording unit 20 may com-
bine locations along the commuting route of the user with
commuting times as a behavioral pattern of the user. Also, the
history recording unit 20 may capture an image of the user
when a lock releasing signal is received from the lock releas-
ing unit 14, and record the image of the user just before the
image processing device 1 was released from the locked state
as part of the usage history.

The comparing unit 22 acquires the usage history of the
information processing device 1 from the history recording
unit 20, and compares current usage of the information pro-
cessing device 1 to the history. The comparing unit 22 sends
the comparison results to the changing unit 16. The location
acquiring unit 24 acquires the location of the information
processing device 1, for example, via GPS. The location
acquiring unit 24 sends the acquired location information to
the history recording unit 20 and the comparing unit 22. The
movement detecting unit 26 detects movement of the infor-
mation processing device 1. For example, the movement
detecting unit 26 detects movement of the information pro-
cessing device 1 by measuring the velocity and/or accelera-
tion of the information processing device 1 using a velocity
sensor and/or acceleration sensor. Also, the movement detect-
ing unit 26 may detect movement of the information process-
ing device 1 based on a difference in location information
acquired by the location acquiring unit 24, for example, via
GPS. The movement detecting unit 26 sends the acquired
movement information to the changing unit 16, the history
recording unit 20, and the comparing unit 22.

The image input unit 28 is connected, for example, to a
camera built into the information processing device 1, and an
image is inputted such as a facial image taken of the user using
the information processing device 1. In the lock-released
state, the control unit 50 executes functions in the information
processing device 1 such as communication functions, mail
functions, Internet browser functions, and the functions of
other applications. The control unit 50 restricts user opera-
tions excluding password input when a lock setting signal has
been received from the lock setting unit 12 and the device has
entered the locked state. Also, the control unit 50 releases the
locked state when a lock releasing signal is received from the
lock releasing unit 14. The display unit 60 is a display device
for displaying the results of function execution by the control
unit 50.

The transmitting and receiving unit 70 is connected via
wires or wirelessly to an external network such as a mobile
phone network or the Internet to allow for the exchange of
information between the external network and the control unit
50. In this way, the information processing device 1 can
ensure the security of the information processing device 1
while also reducing the password entry burden on the user by
changing the type of password and the number of characters
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to be inputted to release the locked state in response to the
elapsed time since the last operation and/or usage of the
device.

FIG. 2 is a flowchart illustration of a processing flow per-
formed by the information processing device 1 in the embodi-
ment discussed in conjunction with FIG. 1. In this embodi-
ment, the information processing device 1 increases the
number of characters in the password that are to be entered in
response to a period of time in which the user has not per-
formed an operation. The information processing device 1
transitions to the locked state in the process from Step S101 to
Step S112. The information processing device 1 starts with
S101 in which the processing is in a lock-released state. In
S101, the user can operate the information processing device
1 to execute its functions. In S101, the password setting unit
18 allows the user to set the first password and/or second
password.

In S102, the lock setting unit 12 determines whether or not
a user operation has been performed in a predetermined
period of time. The user operation can be operating a key
using character keys, using a touch panel, or pressing a button
provided in the information processing device 1. Other user
operations include operating a moving part of the information
processing device 1, such as folding or sliding a moving part
in a foldable/sliding mobile phone terminal. When a user
operation has not been detected within the predetermined
period of time (Y in S102), the information processing device
1 advances the process to S103. The information processing
device 1 may also advance the process to S103 when an
explicit predetermined locking operation (such as folding up
a foldable mobile phone terminal) has been performed by the
user in S102. When an operation other than a locking opera-
tion by the user has been detected within the predetermined
period of time (N in S102), the information processing device
1 returns the process to S101.

In S103, the lock setting unit 12 transitions the information
processing device 1 to the locked state, and user operations
are restricted. In the locked state, the display unit 60 may or
may not display on the display unit 60 the number of charac-
ters to be inputted for the first password for releasing the lock
on the device. Here, the control unit 50 may display on the
display unit 60 a screen in which the user is prompted to enter
first password or the second password. Next, the information
processing device 1 advances the process to the S104. In
S104, the lock releasing unit 14 determines whether or not the
user has entered the predetermined number of characters of
the first password to be entered. For example, when the num-
ber of characters of the first password to be entered is a single
character, the lock releasing unit 14 determines that the user
has entered the number of characters to be inputted as soon as
the user has entered a single character. When the number of
characters of the first password to be entered is two charac-
ters, the lock releasing unit 14 determines that the user has
entered the number of characters to be inputted as soon as the
user has entered the second character.

When the lock releasing unit 14 has determined that the
user has entered the number of characters to be entered in the
first password (Y in S104), the information processing device
1 advances the process to S108. When the lock releasing unit
14 has determined that the user has not entered the number of
characters to be entered in the first password (N in S104), the
information processing device 1 advances the process to
S105. In S105, the changing unit 16 determines whether or
not the elapsed time since the last operation was performed by
the user or since the device was locked has exceeded a pre-
determined reference elapsed time for changing the number
of characters. When the threshold elapsed time has not
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exceeded the reference elapsed time (N in S105), the infor-
mation processing device 1 returns the process to S104. How-
ever, when the threshold has exceeded the reference elapsed
time (Y in S105), the information processing device 1 returns
the process to S106.

In S106, the changing unit 16 determines whether or not
the elapsed time since the last operation was performed by the
user or since the device was locked has exceeded a predeter-
mined reference elapsed time for changing the password.
When threshold for elapsed time has not exceeded the refer-
ence elapsed time (N in S106), the information processing
device 1 advances the process to S107. When the threshold
has exceeded the reference elapsed time (Y in S106), the
information processing device 1 advances the process to
S111. In S107, the changing unit 16 increases the number of
characters to be inputted of the first password for the lock
releasing unit 14 as the elapsed time increases since the last
operation was performed by the user or the device was locked.
For example, the number of characters to be inputted may be
set at two characters immediately after the last operation
performed by the user, and the number of characters to be
inputted for the lock releasing unit 14 may be increased by a
single character every time a fixed period of time elapses. All
of the characters in the first password may eventually be
inputted by the user. Here, the number of characters to be
inputted immediately after the last operation performed by
the user may be greater than a single character but less than all
of'the characters in the first password, or the changing unit 16
may increase the number of characters to be inputted by a
plurality of characters each time. In this way, the security
level of the information processing device 1 can be increased
as the elapsed time increases.

In S108, the lock releasing unit 14 acquires the string
inputted by the user. When the number of characters in the
string inputted by the user matches the number of characters
to be inputted in the first password, the lock releasing unit 14
may simply acquire the string inputted by the user. When the
number of characters in the string inputted by the user is
greater, the lock releasing unit 14 may simply not acquire the
portion of the string inputted by the user that exceeds the
number of characters to be inputted. Next, the information
processing device 1 advances the process to S109. In S109,
the lock releasing unit 14 determines whether or not the string
inputted by the user matches a string with the number of
characters in the first password that are to be inputted. For
example, when a single character is to be inputted from the
first password “1234” and the user has inputted the string “1”,
the first character in “1234” matches the string inputted by the
user, and the unit determines that a string with the number of
characters of the first password to be inputted has in fact been
inputted. When two characters are to be inputted and the user
has inputted the string “12”, the two initial characters in
“1234” match the string inputted by the user, and the unit
determines that a string with the number of characters of the
first password to be inputted has in fact been inputted.

In instances where the string inputted by the user matches
a string with the number of characters in the first password to
be inputted (Y in S109), the information processing device 1
advances the process to S110. When it does not match (N in
109), the information processing device 1 may advance the
process to S111, return the process to S104, or return the
process to S104 after the changing unit 16 has increased the
number of characters in the first password to be inputted.

In S110, the lock releasing unit 14 releases the lock on the
information processing device 1. The information processing
device 1 then returns the process to S101. In S111, the lock
releasing unit 14 acquires the string inputted by the user.
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More specifically, the lock releasing unit 14 stands by until
the number of characters in the string inputted by the user
reaches the number of characters in the second password.
Here, the control unit 50 may display on the display unit 60 a
screen in which the user is prompted to enter the first pass-
word or the second password. When the number of characters
inputted by the user reaches the number of characters in the
second password, the string inputted by the user is acquired.
Alternatively, the lock releasing unit 14 may acquire a fixed
string after the user has entered a string and fixed the string by
pressing an OK button. Afterwards, the information process-
ing device 1 advances the process to S112.

In S112, the lock releasing unit 14 determines whether or
not the string inputted by the user matches the second pass-
word. When the content of the string inputted by the user
matches the second password (Y in S112), the information
processing device 1 advances the process to S110. When it
does not match (N in S112), the process is returned to S111.
Inthis embodiment, the information processing device 1 tran-
sitions to a simple locked state from the lock-released state
using a portion of the first password when the user has not
performed an operation for more than a predetermined period
of time. Here, the number of characters in the first password
to be inputted increases as the time increases in which the user
has not operated the information processing device 1. When
the time in which the user has not operated the device exceeds
a reference elapsed time, the device transitions from the
simple locked state to a formal locked state, and entry of a
second password with a greater number of characters is
requested instead of the first password. In this way, the infor-
mation processing device 1 can improve security while mini-
mizing the password entry burden on the user.

In S106, when the elapsed time since usage (the last user
operation was inputted) or since the locked state was entered
has exceeded a certain period the password needs to be
changed. For example, if more than a year had passed since
these events and the reference elapsed time for changing the
password has been greatly exceeded, the changing unit 16
may reduce the number of characters in the first password to
be inputted in response to the elapsed time instead of per-
forming the process in S107.

FIG. 3 shows an example of a password input screen in the
present embodiment. In the present embodiment, when the
elapsed time since the last operation performed by the user is
less than 10 seconds, the information processing device 1
requests entry of the first character of the first password from
the user. When the elapsed time threshold is equal to or
greater than 10 seconds but less than 20 seconds, the infor-
mation processing device 1 requests entry of the first two
characters of the first password. When the elapsed time
threshold is equal to or greater than 20 seconds but less than
30 seconds, the information processing device 1 requests
entry of the first three characters of the first password. When
the elapsed time is equal to or greater than 30 seconds but less
than one minute, the information processing device 1 requests
entry of the all four characters of the first password. When the
elapsed time threshold has exceeded one minute, the infor-
mation processing device 1 requests entry of the eight-char-
acter second password by the user instead of the first pass-
word.

FIG. 4 is a flowchart illustration of the processing per-
formed by the information processing device 1 in a first
alternate embodiment. In this alternate embodiment, the
information processing device 1 increases the number of
characters in the password to be entered in response to current
usage. The information processing device 1 transitions to the
locked state in the process from Step S201 to Step S212. The
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information processing device 1 starts with S201. In S201, as
in S101 of the present embodiment, the information process-
ing device 1 allows the user to execute functions, and allows
the user to set the first password and/or the second password.

In S201 of this embodiment, the history recording unit 20
records the usage history of the information processing
device 1. For example, the history recording unit 20 acquires
the usage history of the user by associating and recording the
current location of the information processing device 1, the
current time and the circumstances, and extracts, categorizes
and records the user’s behavioral pattern from this usage
history. For example, the history recording unit 20 records
information such as location information on the commuting
route from the user’s home to the nearest station, commuting
times, and the frequency of the user’s commute. It then learns
the commuting route and commuting times. For example, the
history recording unit 20 successively records the movements
of'the user, and recognizes the routes frequently taken by the
user. The information processing device 1 receives instruc-
tions from the user on the route frequently taken by the user,
and assigns information identifying a route as a “commuting
route”. Alternatively, the information processing device 1
may receive instructions on a route from the user ahead of
time, and retain the indicated route as a “commuting route”.
In this way, the comparing unit 22 can determine whether
usage is typical of the user when commuting on a certain route
at a certain time based on the history in the history recording
unit 20. Also, the history recording unit 20 may record as part
of'the usage history an image of the user just prior to releasing
the lock on the information processing device 1.

In addition, in S201, the information processing device 1
may select a specific behavioral pattern from among a plural-
ity of behavioral patterns recorded and classified beforehand
by the user in the history recording unit 20. For example,
when the commuting destination depends on the day of the
week, the device may select prior to the departure of the user
the behavioral pattern indicating the route matching that
day’s commuting destination as the behavioral pattern for
that day. In this way, when the user goes to a location outside
of the behavioral pattern predicted for that day, the informa-
tion processing device 1 can determine that usage is unusual
and increase security. Furthermore, in S201, the history
recording unit 20 may record beforehand an address entered
by the user. For example, the history recording unit 20 may
acquire from the user and record information such as the
address of a location at which the user stays for a long time or
which the user frequently visits (e.g., the user’s own home,
school or office, an acquaintance’s house, a store, or a restau-
rant). Also, the history recording unit 20 may acquire and
record a route to a destination acquired by the user from the
internet. In this way, the information processing device 1 can
determine that the usage is unusual and increase security
when the user goes to a location other than a usual location or
moves to a location off of the scheduled route for the user.
Next, the information processing device 1 advances the pro-
cess to S202.

In S202, the lock setting unit 12 determines whether or not
a user operation has been performed within a predetermined
period of time. When a user operation has not been detected
within the predetermined period of time or when the user
explicitly performs a locking operation (Y in S202), the infor-
mation processing device 1 advances the process to S203.
When a user operation other than a locking operation has been
detected within the predetermined period of time (N in S202),
the device returns the operation to S201. In S203, the lock
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setting unit 12 transitions the information processing device 1
to the locked state. Next, the information processing device 1
advances the process to S204.

In S204, the comparison unit 22 compares the usage his-
tory recorded in the history recording unit 20 to the current
usage, and the changing unit 16 determines whether or not the
current usage of the information processing device 1 is
unusual with respect to the history based on the results of this
comparison. The current usage of the information processing
device 1 may be considered unusual with respect to the his-
tory when the current location of the information processing
device 1 is an unusual location compared to the usual location
of the information processing device 1 obtained from the
location history. For example, the changing unit 16 may
determine that the current usage is unusual when the current
location of the information processing device 1 during the
commuting time is greater than a reference distance from the
user’s commuting route recorded in the history recording unit
20. The current usage of the information processing device 1
may also be considered unusual when the current location of
the information processing device 1 is greater than a prede-
termined distance from a scheduled route or scheduled loca-
tion inputted by the user. More specifically, the changing unit
16 may determine that the current usage is unusual when the
current location of the information processing device 1 is
greater than a reference distance from a location included
along the route to a destination entered into the information
processing device 1 by the user.

The current usage of the information processing device 1
may also be considered unusual when the user attempting to
release the lock on the information processing device 1 is
determined to be different from the user who previously
released the lock on the device. More specifically, the chang-
ing unit 16 determines that the current usage is unusual when
afacial image of the user who previously released the lock the
device as recorded in the history recording unit 20 has been
compared to a facial image of the current user obtained by the
image inputting unit 28 by facial recognition technology, and
the same person cannot be recognized in both images. When
the changing unit 16 has determined that the current usage is
unusual with respect to the history (Y in S204), the informa-
tion processing device 1 advances the process to S205. When
the changing unit 16 has determined that the current usage is
not unusual with respect to the history (N in S204), the infor-
mation processing device 1 advances the process to S207.

In S205, it is determined whether or not the current usage
of the information processing device 1 is very unusual with
respect to the history. For example, the current usage of the
information processing device 1 may be considered very
unusual with respect to the history when the current location
of'the information processing device 1 is very distant from the
usual location of the information processing device 1, a loca-
tion in the selected behavioral pattern, or a location along a
scheduled route, or when the current location of the informa-
tion processing device 1 is unclear for more than a certain
period of time. For example, the current usage of the infor-
mation processing device 1 may be considered very unusual
when the location is greater than a second reference distance
which is greater than the one used in S204. Also, when the
user attempting to release the lock the information processing
device 1 differs from the user who previously released the
lock on the device and the usage of the information process-
ing device 1 has been deemed unusual in S204, the informa-
tion processing device 1 may immediately determine that the
usage is very unusual with respect to the history. In this way,
the information processing device 1 can increase security
with respect to operations performed by users other than the
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original owner. Alternatively, the information processing
device 1 may determine that the usage is not “very” unusual
in this situation.

In instances when the changing unit 16 has determined that
the current usage is very unusual with respect to the history (Y
in S205), the information processing device 1 advances the
process to S211. When the changing unit 16 has determined
that the current usage is not very unusual with respect to the
history (N in S205), the information processing device 1
advances the process to S206. In S204 and S205, the infor-
mation processing device 1 may determine that the usage is
“unusual” or “very unusual” when the information process-
ing device 1 has been abandoned or dropped. More specifi-
cally, the changing unit 16 may determine that the informa-
tion processing device 1 has been abandoned when
movement information such as acceleration of the informa-
tion processing device 1 has been acquired from the move-
ment detecting unit 26 and movement of the information
processing device 1 has not been detected for more than a
predetermined period of time. Also, the changing unit 16 may
determine that the information processing device 1 has been
dropped when there is a sudden stop in uniform movement or
uniform accelerated movement of the information processing
device 1 or when the direction of movement suddenly
changes to the opposite direction.

In S206, the changing unit 16 increases the number of
characters to be inputted in the first password for the lock
releasing unit 14 and increases the security level of the infor-
mation processing device 1 depending on how unusual the
current usage of the information processing device is with
respect to the history. For example, when the current location
of'the information processing device 1 nearly matches a usual
location, a location in the selected behavioral pattern, or a
location along a schedule route, the number of characters to
be inputted can simply be one character as the initial value.
The information processing device 1 calculates the degree of
unusualness, which increases as the current position becomes
more distant from a usual location, etc., and the changing unit
16 increases the number of characters to be inputted for the
lock releasing unit 14 by a single character as the degree of
unusualness increases.

The changing unit 16 may also increase the number of
characters to be inputted in the first password for the lock
releasing unit 14 when it has been detected in S204 that the
information processing device 1 has been abandoned or
dropped. In this way, the information processing device 1 can
increase the security level when the device has been aban-
doned or dropped.

The changing unit 16 may also increase the number of
characters to be inputted in the first password for the lock
releasing unit 14 when it has been determined in S204 that the
user attempting to release the lock on the information pro-
cessing device 1 differs from the user who previously released
the lock on the device. In this way, the information processing
device 1 can increase the security level with respect to use of
the device by other people. Next, the information processing
device 1 advances the process to S207. In S207, the lock
releasing unit 14 determines whether or not the predeter-
mined number of characters to be entered in the first password
has been entered by the user. When the lock releasing unit 14
has determined that the number of characters to be entered in
the first password has been entered by the user (Y in S207),
the information processing device 1 advances the process to
S208. When the lock releasing unit 14 has determined that the
number of characters to be entered in the first password has
not been entered by the user (N in S207), the information
processing device 1 advances the process to S204.
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In S208, the lock releasing unit 14 acquires the string
entered by the user. When the number of characters in the
string inputted by the user matches the number of characters
to be inputted in the first password, the lock releasing unit 14
may simply acquire the string inputted by the user. When the
number of characters in the string inputted by the user is
greater, the lock releasing unit 14 may simply not acquire the
portion of the string inputted by the user that exceeds the
number of characters to be inputted.

In S209, the lock releasing unit 14 determines whether or
not the string inputted by the user matches a string with the
number of characters to be inputted in the first password.
When the string inputted by the user matches a string with the
number of characters in the first password to be inputted (Y in
S209), the information processing device 1 advances the pro-
cess to S210. When it does not match (N in S209), the infor-
mation processing device 1 may advance the process to S211,
return the process to S204, or return the process to S204 after
the changing unit 16 has increased the number of characters in
the first password to be inputted.

In S210, the lock releasing unit 14 releases the lock on the
information processing device 1. When in S204 and S205 the
previous and current user releasing the lock on the device
have been compared and it has been determined that usage of
the device is unusual, the lock releasing unit 14 may notify the
history recording unit 20 that the lock on the device has been
released, and the history recording unit 20 may take an image
of the user releasing the lock on the device with the image
inputting unit 28 and record the image. The information pro-
cessing device 1 then returns the process to S201.

In S211, the lock releasing unit 14 acquires the string
inputted by the user. More specifically, the lock releasing unit
14 stands by until the number of characters in the string
inputted by the user reaches the number of characters in the
second password or the user has inputted a string and pressed
the OK button. When the number of character inputted by the
user reaches the number of characters in the second password,
the string inputted by the user is acquired, and the information
processing device 1 advances the process to S212.

In S212, the lock releasing unit 14 determines whether or
not the string inputted by the user matches the second pass-
word. When the content of the string inputted by the user
matches the second password (Y in S212), the information
processing device 1 advances the process to S210. When it
does not match (N in S212), the information processing
device 1 advances the process to S211. In this embodiment,
the information processing device 1 transitions from the lock-
released state to the simple locked state using a portion of the
first password, when the user has not performed an operation
within a fixed period of time. Also, the information process-
ing device 1 increases the number of characters to be inputted
in the first password when the usage is unusual with respect to
the history. In addition, the device transitions from the simple
locked state to a formal locked state, and requests entry of a
second password, which has a greater number of characters
than the first password, when the usage is very unusual with
respect to the history. In this way, the information processing
device 1 can improve security while minimizing the password
entry burden on the user.

FIG. 5 illustrates an exemplary embodiment having a pass-
word input screen as per an alternate embodiment. In this
embodiment, the history recording unit 20 records the com-
muting route of the user in advance, and the changing unit 16
determines that the usage of the device is unusual when the
current location of the information processing device 1 is
equal to or greater than 10 m from the commuting route. More
specifically, the information processing device 1 requests
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from the user entry of the initial character of the first password
when the current location is less than 10 m from the commut-
ing route. Also, the information processing device 1 requests
from the user entry of the first two characters of the first
password when the current location is equal to or more than
10 m but less than 50 m from the commuting route. Also, the
information processing device 1 requests from the user entry
of the first three characters of the first password when the
current location is equal to or more than 50 m but less than 100
m from the commuting route. Also, the information process-
ing device 1 requests from the user entry of the first four
characters of the first password when the current location is
equal to or more than 100 m but less than 500 m from the
commuting route. Also, the information processing device 1
requests from the user entry of the eight-character second
password instead of the first password when the current loca-
tion of the device is more than 500 m from the commuting
route or when current location is unclear for more than a
predetermined amount of time.

FIG. 6 depicts a flowchart illustrating a processing opera-
tion performed by the information processing device 1 in a
different alternative embodiment. In the present variation, the
information processing device 1 increases the number of
characters in the password to be inputted depending on the
period in which a user operation has not been performed and
current usage. The information processing device 1 transi-
tions to the locked state in the process from Step S301 to Step
S314. The information processing device 1 starts with S301.
In S301, as in S101 of the present embodiment, the informa-
tion processing device 1 allows the user to execute functions,
and allows the user to set the first password and/or the second
password. In S301, as in the first variation in S201, the history
recording unit 20 records the usage history of the information
processing device.

In S302, the lock setting unit 12 determines whether or not
a user operation has been performed within a predetermined
period of time. When a user operation has not been detected
within the predetermined period of time or when the user
explicitly performs a locking operation (Y in S302), the infor-
mation processing device 1 advances the process to S303.
When a user operation other than a locking operation has been
detected within the predetermined period of time (N in S302),
the device returns the operation to S301. In S303, the lock
setting unit 12 transitions the information processing device 1
to the locked state. Next, the information processing device 1
advances the process to S304.

In S304, the comparison unit 22 compares the usage his-
tory recorded in the history recording unit 20 to the current
usage, and the changing unit 16 determines whether or not the
current usage of the information processing device 1 is
unusual with respect to the history based on the results of this
comparison. When the changing unit 16 has determined that
the current usage is unusual with respect to the history (Y in
S304), the information processing device 1 advances the pro-
cess to S305. When the changing unit 16 has determined that
the current usage is not unusual with respect to the history (N
in S304), the information processing device 1 advances the
process to S306. The information processing device 1 may
advance the process immediately to S313 when it has been
determined in S304 that the information processing device 1
has been abandoned or dropped.

In S305, the changing unit 16 increases the number of
characters to be inputted in the first password for the lock
releasing unit 14 and increases the security level of the infor-
mation processing device 1 based on how unusual the current
usage of the information processing device is with respect to
the history.
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In S306, the lock releasing unit 14 determines whether or
not the predetermined number of characters to be entered in
the first password has been entered by the user. When it has
been determined that the number of characters to be entered in
the first password has been entered by the user (Y in S306),
the information processing device 1 advances the process to
S310. When it has been determined that the number of char-
acters to be entered in the first password has not been entered
by the user (N in S306), the information processing device 1
advances the process to S307.

In S307, the changing unit 16 determines whether or not
the elapsed time since the last operation was performed by the
user or since the device was locked has exceeded a reference
elapsed time for changing the predetermined number of char-
acters. When the threshold for the elapsed time has not
exceeded the reference elapsed time (N in S307), the infor-
mation processing device 1 returns the process to S304. When
the threshold for the elapsed time has exceeded the reference
elapsed time (Y in S307), the information processing device
1 returns the process to S308.

In S308, the changing unit 16 determines whether or not
the elapsed time since the last operation was performed by the
user or since the device was locked has exceeded a reference
elapsed time for changing the predetermined password.
When the elapsed time has not exceeded threshold for refer-
ence elapsed time (N in S308), the information processing
device 1 advances the process to S309. When the threshold
elapsed time has exceeded the reference elapsed time (Y in
S308), the information processing device 1 advances the pro-
cess to S313.

In S309, the changing unit 16 increases the number of
characters to be inputted in the first password for the lock
releasing unit 14 as the elapsed time increases since the last
operation was performed by the user or the device was locked.
In this way, the security level of the information processing
device 1 can be increased as the elapsed time increases. Next,
the information processing device 1 returns the process to
S304.

In S310, the lock releasing unit 14 acquires the string
inputted by the user. When the number of characters in the
string inputted by the user matches the number of characters
to be inputted in the first password, the lock releasing unit 14
may simply acquire the string inputted by the user. When the
number of characters in the string inputted by the user is
greater, the lock releasing unit 14 may simply not acquire the
portion of the string inputted by the user that exceeds the
number of characters to be inputted. Next, the information
processing device 1 advances the process to S311.

In S311, the lock releasing unit 14 determines whether or
not the string inputted by the user matches a string with the
number of characters to be inputted in the first password.
When the string inputted by the user matches a string with the
number of characters in the first password to be inputted (Y in
S311), the information processing device 1 advances the pro-
cess to S312. When it does not match (N in S311), the infor-
mation processing device 1 may advance the process to S313,
return the process to S304, or return the process to S304 after
the changing unit 16 has increased the number of characters in
the first password to be inputted.

In S312, the lock releasing unit 14 releases the lock on the
information processing device 1. When, in S304, the previous
and current user releasing the lock on the device have been
compared and it has been determined that usage of the device
is unusual, the lock releasing unit 14 may notify the history
recording unit 20 that the lock on the device has been
released, and the history recording unit 20 may take an image
of the user releasing the lock on the device with the image
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inputting unit 28 and record the image. The information pro-
cessing device 1 then returns the process to S301.

In S313, the lock releasing unit 14 acquires the string
inputted by the user. More specifically, the lock releasing unit
14 stands by until the number of characters in the string
inputted by the user reaches the number of characters in the
second password or the user has inputted a string and pressed
the OK button. When the number of character inputted by the
user reaches the number of characters in the second password,
the string inputted by the user is acquired, and the information
processing device 1 advances the process to S314.

In S314, the lock releasing unit 14 determines whether or
not the string inputted by the user matches the second pass-
word. When the content for the inputted string by the user
matches the second password (Y in S314), the information
processing device 1 advances the process to S312. When it
does not match (N in S314), the information processing
device 1 advances the process to S313.

In this embodiment, the information processing device 1
transitions from the lock-released state to the simple locked
state using a portion of the first password, when the user has
not performed an operation within a fixed period of time.
Also, the information processing device 1 increases the num-
ber of characters to be inputted in the first password when the
usage is unusual with respect to the history and the user has
not operated the information processing device 1 within a
certain period of time. In addition, the device transitions from
the simple locked state to a formal locked state, and requests
entry of a second password, which has a greater number of
characters than the first password, when the period of time in
which the device has not been operated exceeds a reference
elapsed time. In this way, the information processing device 1
can improve security while minimizing the password entry
burden on the user.

FIG. 7 is an illustration of a flowchart depicting processing
operation performed by the information processing device 1
in another alternate embodiment. In the present variation, the
information processing device 1 increases the number of
characters in the password to be inputted based on the period
of'time in which a user operation has not been performed, and
reduces the reference elapsed time for changing the password
when the current usage is unusual. The information process-
ing device 1 transitions to the locked state in the process from
Step S401 to Step S414. The information processing device 1
starts with S401. In S401, as in S101 of the present embodi-
ment, the information processing device 1 allows the user to
execute functions, and allows the user to set the first password
and/or the second password. In S401, as in the first variation
in S201, the history recording unit 20 records the usage his-
tory of the information processing device 1.

In S402, the lock setting unit 12 determines whether or not
a user operation has been performed within a predetermined
period of time. When a user operation has not been detected
within the predetermined period of time or when the user
explicitly performs a locking operation (Y in S402), the infor-
mation processing device 1 advances the process to S403.
When a user operation other than a locking operation has been
determined within the predetermined period of time (N in
S402), the device returns the operation to S401. In S403, the
lock setting unit 12 transitions the information processing
device 1 to the locked state. Next, the information processing
device 1 advances the process to S404.

In S404, the comparison unit 22 compares the usage his-
tory recorded in the history recording unit 20 to the current
usage, and the changing unit 16 determines whether or not the
current usage of information processing device 1 is unusual
with respect to the history based on the results of this com-
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parison. When the changing unit 16 has determined that the
current usage is unusual with respect to the history (Y in
S404), the information processing device 1 advances the pro-
cess to S405. When the changing unit 16 has determined that
the current usage is not unusual with respect to the history (N
in S404), the information processing device 1 advances the
process to S406. The information processing device 1 may
advance the process immediately to S413 when it has been
determined in S404 that the information processing device 1
has been abandoned or dropped.

In S405, the changing unit 16 reduces the reference elapsed
time used as the basis for the elapsed time in which there is a
transition from locking using the first password to locking
using the second password. Instead of or in addition to this,
the changing unit 16 may reduce the reference elapsed time
for changing the number of characters to be inputted in the
first password.

In S406, the lock releasing unit 14 determines whether or
not the predetermined number of characters to be entered in
the first password has been entered by the user. When it has
been determined that the number of characters to be entered in
the first password has been entered by the user (Y in S406),
the information processing device 1 advances the process to
S410. When it has been determined that the number of char-
acters to be entered in the first password has not been entered
by the user (N in S406), the information processing device 1
advances the process to S407.

In S407, the changing unit 16 determines whether or not
the elapsed time since the last operation was performed by the
user or since the device was locked has exceeded a reference
elapsed time for changing the predetermined number of char-
acters. When the elapsed time has not exceeded the threshold
reference elapsed time (N in S407), the information process-
ing device 1 returns the process to S404. When the elapsed
time has exceeded threshold the reference elapsed time (Y in
S407), the information processing device 1 returns the pro-
cess to S408.

In S408, the changing unit 16 determines whether or not
the elapsed time since the last operation was performed by the
user or since the device was locked has exceeded a reference
elapsed time for changing the predetermined password.
When the elapsed time has not exceeded the reference thresh-
old elapsed time (N in S408), the information processing
device 1 advances the process to S409. When the elapsed time
has exceeded the threshold reference elapsed time (Y in
S408), the information processing device 1 advances the pro-
cess to S413.

In S409, the changing unit 16 increases the number of
characters to be inputted in the first password for the lock
releasing unit 14 as the elapsed time increases since the last
operation was performed by the user or the device was locked.
In this way, the security level of the information processing
device 1 can be increased as the elapsed time increases. Next,
the information processing device 1 returns the process to
S404.

In S410, the lock releasing unit 14 acquires the string
inputted by the user. When the number of characters in the
string inputted by the user matches the number of characters
to be inputted in the first password, the lock releasing unit 14
may simply acquire the string inputted by the user. When the
number of characters in the string inputted by the user is
greater, the lock releasing unit 14 may simply not acquire the
portion of the string inputted by the user that exceeds the
number of characters to be inputted.

In S411, the lock releasing unit 14 determines whether or
not the string inputted by the user matches a string with the
number of character(s) to be inputted in the first password.

10

15

20

25

30

35

40

45

50

55

60

65

16

When the string inputted by the user matches a string with the
number of characters in the first password to be inputted (Y in
S411), the information processing device 1 advances the pro-
cess to S412. When it does not match (N in S411), the infor-
mation processing device 1 may advance the process to S413,
return the process to S404, or return the process to S404 after
the changing unit 16 has increased the number of characters to
be inputted in the first password.

In S412, the lock releasing unit 14 releases the lock on the
information processing device 1. When, in S404, the previous
and current user releasing the lock on the device have been
compared and it has been determined that usage of the device
is unusual, the lock releasing unit 14 may notify the history
recording unit 20 that the lock on the device has been
released, and the history recording unit 20 may take an image
of the user releasing the lock on the device with the image
inputting unit 28 and record the image. The information pro-
cessing device 1 then returns the process to S401.

In S413, the lock releasing unit 14 acquires the string
inputted by the user. More specifically, the lock releasing unit
14 stands by until the number of characters in the string
inputted by the user reaches the number of characters in the
second password or the user has inputted a string and pressed
the OK button. When the number of character inputted by the
user reaches the number of characters in the second password,
the string inputted by the user is acquired, and the information
processing device 1 advances the process to S414.

In S414, the lock releasing unit 14 determines whether or
not the content of the string inputted by the user matches the
second password. When the content of the string inputted by
the user matches the second password (Y in S414), the infor-
mation processing device 1 advances the process to S412.
When it does not match (N in S414), the information process-
ing device 1 returns the process to S413. In this variation, the
information processing device 1 transitions from the lock-
released state to the simple locked state using a portion of the
first password, when the user has not performed an operation
within a fixed period of time. Also, the information process-
ing device 1 increases the number of characters to be inputted
in the first password when the user has not operated the
information processing device 1 within a certain period of
time. In addition, the device transitions from the simple
locked state to a formal locked state, and requests entry of a
second password, which has a greater number of characters
than the first password, when the period of time in which the
device has not been operated exceeds a reference elapsed time
for changing the password. In this way, the information pro-
cessing device 1 can improve security while minimizing the
password entry burden on the user.

FIG. 8 is a flowchart illustration of a processing operation
performed by the information processing device 1 in another
alternative embodiment. In the present variation, the infor-
mation processing device 1 increases the number of charac-
ters in the password to be inputted based on the period of time
in which a user operation has not been performed, and imme-
diately transitions to a protective state using a second pass-
word when the current usage is unusual. The information
processing device 1 transitions to the locked state in the
process from Step S501 to Step S513.

The information processing device 1 starts with S501. In
S501, as in S101 of the present embodiment, the information
processing device 1 allows the user to execute functions, and
allows the user to set the first password and/or the second
password. In S501, as in the first variation in S201, the history
recording unit 20 records the usage history of the information
processing device 1. Next, the information processing device
1 advances the process to S502.



US 9,218,471 B2

17

In S502, the lock setting unit 12 determines whether or not
a user operation has been performed within a predetermined
period of time. When a user operation has not been detected
within the predetermined period of time or when the user
explicitly performs a locking operation (Y in S502), the infor-
mation processing device 1 advances the process to S503.
When an operation other than a locking operation has been
detected within the predetermined period of time (N in S502),
the information processing device 1 returns the operation to
S501. In S503, the lock setting unit 12 transitions the infor-
mation processing device 1 to the locked state.

In S504, the comparison unit 22 compares the usage his-
tory recorded in the history recording unit 20 to the current
usage, and the changing unit 16 determines whether or not the
current usage of the information processing device 1 is
unusual with respect to the history based on the results of this
comparison. When the changing unit 16 has determined that
the current usage is unusual with respect to the history (Y in
S504), the information processing device 1 advances the pro-
cess to S512. When the changing unit 16 has determined that
the current usage is not unusual with respect to the history (N
in S504), the information processing device 1 advances the
process to S505.

In S505, the lock releasing unit 14 determines whether or
not the predetermined number of characters to be entered in
the first password has been entered by the user. When it has
been determined that the number of characters to be entered in
the first password has been entered by the user (Y in S505),
the information processing device 1 advances the process to
S509. When it has been determined that the number of char-
acters to be entered in the first password has not been entered
by the user (N in S505), the information processing device 1
advances the process to S506.

In S506, the changing unit 16 determines whether or not
the elapsed time since the last operation was performed by the
user or since the device was locked has exceeded a reference
elapsed time for changing the predetermined number of char-
acters. When the elapsed time has not exceeded the threshold
reference elapsed time (N in S506), the information process-
ing device 1 returns the process to S504. When the elapsed
time has exceeded the threshold reference elapsed time (Y in
S506), the information processing device 1 advances the pro-
cess to S507.

In S507, the changing unit 16 determines whether or not
the elapsed time since the last operation was performed by the
user or since the device was locked has exceeded a reference
elapsed time for changing the predetermined password.
When the elapsed time has not exceeded the threshold refer-
ence elapsed time (N in S507), the information processing
device 1 advances the process to S508. When the elapsed time
has exceeded the threshold reference elapsed time (Y in
S507), the information processing device 1 advances the pro-
cess to S512. In S508, the changing unit 16 increases the
number of characters to be inputted in the first password for
the lock releasing unit 14 as the elapsed time increases since
the last operation was performed by the user or the device was
locked. In this way, the security level of the information
processing device 1 can be increased as the elapsed time
increases.

In S509, the lock releasing unit 14 acquires the string
inputted by the user. When the number of characters in the
string inputted by the user matches the number of characters
to be inputted in the first password, the lock releasing unit 14
may simply acquire the string inputted by the user. When the
number of characters in the string inputted by the user is
greater, the lock releasing unit 14 may simply not acquire the
portion of the string inputted by the user that exceeds the
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number of characters to be inputted. Next, the information
processing device 1 advances the process to S510.

In S510, the lock releasing unit 14 determines whether or
not the string inputted by the user matches a string with the
number of characters in the first password that are to be
inputted. When the string inputted by the user matches a
string with the number of characters in the first password to be
inputted (Y in S510), the information processing device 1
advances the process to S511. When it does not match (N in
S510), the information processing device 1 may advance the
process to S512, return the process to S504, or return the
process to S504 after the changing unit 16 has increased the
number of characters in the first password to be inputted.

In S511, the lock releasing unit 14 releases the lock on the
information processing device 1. When, in S504, the previous
and current user releasing the lock on the device have been
compared and it has been determined that usage of the device
is unusual, the lock releasing unit 14 may notify the history
recording unit 20 that the lock on the device has been
released, and the history recording unit 20 may take an image
of the user releasing the lock on the device with the image
inputting unit 28 and record the image. The information pro-
cessing device 1 then returns the process to S501.

In S512, the lock releasing unit 14 acquires the string
inputted by the user. More specifically, the lock releasing unit
14 stands by until the number of characters in the string
inputted by the user reaches the number of characters in the
second password or the user has inputted a string and pressed
the OK button. When the number of character inputted by the
user reaches the number of characters in the second password,
the string inputted by the user is acquired, and the information
processing device 1 advances the process to S513.

In S513, the lock releasing unit 14 determines whether or
not the string inputted by the user matches the second pass-
word. When the content of the string inputted by the user
matches the second password (Y in S513), the information
processing device 1 advances the process to S511. When it
does not match (N in S513), the information processing
device 1 returns the process to S512.

In this alternate embodiment, the information processing
device 1 transitions from the lock-released state to the simple
locked state using a portion of the first password, when the
user has not performed an operation within a fixed period of
time. Also, the information processing device 1 increases the
number of characters to be inputted in the first password when
the user has not operated the information processing device 1
within a certain period of time. In addition, the device tran-
sitions from the simple locked state to a formal locked state,
and requests entry of a second password, which has a greater
number of characters than the first password, when the period
of time in which the device has not been operated exceeds a
reference elapsed time for changing the password. Also, the
information processing device 1 immediately transitions to
the safe formal locked state when the usage of the device is
unusual with respect to the history. In this way, the informa-
tion processing device 1 can improve security with respect to
use of the device by other people while minimizing the pass-
word entry burden on the user.

FIG. 9 is an illustration of an exemplary diagram depicting
ahardware configuration for a computer. In this embodiment,
the computer 1900 serves as the information processing
device 1. The computer 1900 is equipped with a CPU periph-
eral portion having a CPU 2000, RAM 2020, graphics con-
troller 2075 and display device 2080 connected to each other
by a host controller 2082, an input/output portion having a
communication interface 2030, a hard disk drive 2040 and a
CD-ROM drive 2060 connected to the host controller 2082 by
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an input/output controller 2084, and a legacy input/output
portion having a ROM 2010, flexible disk drive 2050, and
input/output chip 2070 connected to the input/output control-
ler 2084.

The host controller 2082 is connected to RAM 2020, a
CPU 2000 accessing the RAM 2020 at a high transfer rate,
and a graphics controller 2075. The CPU 2000 is operated on
the basis of a program stored in the ROM 2010 and the RAM
2020, and controls the various units. The graphics controller
2075 acquires the image data generated in the frame buffer of
the RAM 2020 by the CPU 2000 and other units, and displays
this image data on the display device 2080. The display unit
60 in the present embodiment may be display device 2080.
Alternatively, the graphics controller 2075 can include a
frame buffer for storing image data generated by the CPU
2000 and other units.

The input/output controller 2084 is connected to a host
controller 2082, a communication interface 2030 serving as a
relatively high-speed input/output device, a hard disk drive
2040, and a CD-ROM drive 2060. The communication inter-
face 2030 communicates with the other devices viaa network.
Also, the communication interface may be connected to the
transmitting and receiving unit 70. The hard disk drive 2040
stores the programs and data used by the CPU 2000 in the
computer 1900. The CD-ROM drive 2060 reads programs
and data from the CD-ROM 2095 and provides them to the
hard disk drive 2040 via the RAM 2020.

The input/output controller 2084 is connected to the ROM
2010, the flexible disk drive 2050, and the relatively low-
speed input/output device of the input/output chip 2070. The
ROM 2010 stores the boot program executed by the computer
1900 at startup and/or programs relying on hardware in the
computer 1900. The flexible disk drive 2050 reads programs
or data from a flexible disk drive 2090, and provides the
programs and data to the hard disk drive 2040 via the RAM
2020. The input/output chip 2070 connects the flexible disk
drive 2050 to the input/output controller 2084. Various types
of input/output device are connected to the input/output con-
troller 2084 via a parallel port, serial port, keyboard port,
mouse port, or the like as can be appreciated by those skilled
in the art.

A program provided to the hard disk drive 2040 via the
RAM 2020 is stored on a recording medium such as a flexible
disk 2090, CD-ROM 2095 or IC card, and provided by the
user. A program is read from the recording medium, installed
in the hard disk drive 2040 inside the computer 1900 via the
RAM 2020, and executed by the CPU 2000. Programs
installed in a computer 1900 to enable the computer 1900 to
function as an information processing device 1 include an
image acquiring module, an operation detecting module, a
specifying module, a display controlling module, and a func-
tion executing module. These programs or modules are acti-
vated by the CPU 2000 and other units to enable the computer
1900 to function as an operation input unit 10, a lock setting
unit 12, a lock releasing unit 14, a changing unit 16, a pass-
word setting unit 18, a history recording unit 20, a comparing
unit 22, a location acquiring unit 24, a movement detecting
unit 26, an image input unit 28, and a control unit 50.

The information processing described in these programs
are specific means activated by reading the programs to the
computer 1900 so that the software cooperates with the vari-
ous types of hardware resources described above. This infor-
mation processing functions as an operation input unit 10, a
lock setting unit 12, a lock releasing unit 14, a changing unit
16, a password setting unit 18, a history recording unit 20, a
comparing unit 22, a location acquiring unit 24, a movement
detecting unit 26, an image input unit 28, and a control unit
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50. These specific means realize operations and the process-
ing of information in accordance with the intended purpose of
the computer 1900 in the present embodiment to construct an
information processing device 1 for this intended purpose.
For example, when the computer 1900 communicates with an
external device, the CPU 2000 executes the communication
program loaded in the RAM 2020, and instructs the commu-
nication interface 2030 in the communication processing on
the basis of the processing content described in the commu-
nication program. The communication interface 2030 is con-
trolled by the CPU 2000, and reads the transmitted data stored
in the transmission buffer region of a memory device such as
the RAM 2020, hard disk drive 2040, flexible disk 2090 or
CD-ROM 2095 and transmits the data to the network, or
writes reception data received from the network to a reception
buffer region of the storage device. In this way, the commu-
nication interface 2030 transfers transmitted and received
data to the storage device using the DMA (Direct Memory
Access) method. Alternatively, the CPU 2000 transfers trans-
mitted and received data by reading data from the source
storage device or communication interface 2030, and trans-
fers, and writing data to the destination communication inter-
face 2030 or storage device. In addition, the CPU 2000 writes
all of the data or the necessary data to the RAM 2020 via, for
example, a DMA transfer, from files or databases stored in an
external storage device such as a hard disk drive 2040, a
CD-ROM drive 2060 (CD-ROM 2095) or a flexible disk drive
2050 (flexible disk 2090), and performs various types of
processing on the data in the RAM 2020. The CPU 2000 then
writes the processed data to the external storage device via,
for example, a DMA transfer. Because the RAM 2020 tem-
porarily stores the contents of the external storage device
during this process, the RAM 2020 and the external storage
device are generally referred to in the present embodiment as
memory, a storage unit, or a storage device. The various types
of information in the various types of programs, data, tables
and databases of the present embodiment are stored in these
memory devices, and are the targets of information process-
ing. The CPU 2000 can hold some of the RAM 2020 in cache
memory, and read and write data to the cache memory.
Because the cache memory performs some of the functions of
the RAM 2020 in this embodiment, cache memory is also
included in the RAM 2020, the memory, and/or the storage
device unless otherwise indicated.

The CPU 2000 also performs various types of processing
on data read from the RAM 2020 including the operations,
processing, condition determination, and information
retrieval and replacement described in the present embodi-
ment and indicated by a sequence of instructions in the pro-
gram, and writes the results to the RAM 2020. For example,
when performing a condition determination, the CPU 2000
compares various types of variables described in the present
embodiment to other variables or constants to determine
whether or not conditions such as greater than, less than,
equal to or greater than, equal to or less than or equal to have
been satisfied. When a condition has been satisfied (or not
satisfied), the process branches to a different sequence of
instructions or alternatively calls up a subroutine.

The CPU 2000 can also retrieve information stored in files
and databases inside the memory device. For example, when
a plurality of entries associating an attribute value for a sec-
ond attribute to an attribute value for a first attribute, the CPU
2000 can retrieve an entry matching the conditions indicated
by the attribute value of the first attribute among the plurality
of entries stored in the storage device, and then obtaining the
attribute value of the second value associated with the first
value satisfying a predetermined condition by reading the
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attribute value of the second attribute stored in the entry. A
program or module described above can be stored in a record-
ing medium of an external unit. Instead of a flexible disk 2090
or a CD-ROM 2095, the recording medium can be an optical
recording medium such as a DVD or CD, a magneto-optical
recording medium such as MO, a tape medium, or a semicon-
ductor memory such as an IC card. The recording medium can
also be a storage device such as a hard disk or RAM provided
in a server system connected to a dedicated communication
network or the internet, and the program can be provided to
the computer 1900 via the network.

The terminology used herein is for the purpose of describ-
ing particular embodiments only and is not intended to be
limiting of the disclosure. As used herein, the singular forms
“a”, “an” and “the” are intended to include the plural forms as
well, unless the context clearly indicates otherwise. It will be
further understood that the terms “comprises” and/or “com-
prising,” when used in this specification, specify the presence
of stated features, integers, steps, operations, elements, and/
or components, but do not preclude the presence or addition
of one or more other features, integers, steps, operations,
elements, components, and/or groups thereof.

The corresponding structures, materials, acts, and equiva-
lents of all means or step plus function elements in the claims
below are intended to include any structure, material, or act
for performing the function in combination with other
claimed elements as specifically claimed. The description of
the present disclosure has been presented for purposes of
illustration and description, but is not intended to be exhaus-
tive or limited to the disclosure in the form disclosed. Many
modifications and variations will be apparent to those of
ordinary skill in the art without departing from the scope and
spirit of the disclosure. The embodiments were chosen and
described in order to best explain the principles of the disclo-
sure and the practical application, and to enable others of
ordinary skill in the art to understand the disclosure for vari-
ous embodiments with various modifications as are suited to
the particular use contemplated.

Further, as will be appreciated by one skilled in the art,
aspects of the present disclosure may be embodied as a sys-
tem, method, or computer program product. Accordingly,
aspects of the present disclosure may take the form of an
entirely hardware embodiment, an entirely software embodi-
ment (including firmware, resident software, micro-code,
etc.) or an embodiment combining software and hardware
aspects that may all generally be referred to herein as a “cir-
cuit,” “module” or “system.” Furthermore, aspects of the
present disclosure may take the form of a computer program
product embodied in one or more computer readable medi-
um(s) having computer readable program code embodied
thereon.

Any combination of one or more computer readable medi-
um(s) may be utilized. The computer readable medium may
be a computer readable signal medium or a computer read-
able storage medium. A computer readable storage medium
may be, for example, but not limited to, an electronic, mag-
netic, optical, electromagnetic, infrared, or semiconductor
system, apparatus, or device, or any suitable combination of
the foregoing. More specific examples (a non-exhaustive list)
of the computer readable storage medium would include the
following: an electrical connection having one or more wires,
a portable computer diskette, a hard disk, a random access
memory (RAM), a read-only memory (ROM), an erasable
programmable read-only memory (EPROM or Flash
memory), an optical fiber, a portable compact disc read-only
memory (CD-ROM), an optical storage device, a magnetic
storage device, or any suitable combination of the foregoing.
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In the context of this document, a computer readable storage
medium may be any tangible medium that can contain, or
store a program for use by or in connection with an instruction
execution system, apparatus, or device.

A computer readable signal medium may include a propa-
gated data signal with computer readable program code
embodied therein, for example, in baseband or as part of a
carrier wave. Such a propagated signal may take any of a
variety of forms, including, but not limited to, electro-mag-
netic, optical, or any suitable combination thereof. A com-
puter readable signal medium may be any computer readable
medium that is not a computer readable storage medium and
that can communicate, propagate, or transport a program for
use by or in connection with an instruction execution system,
apparatus, or device.

Program code embodied on a computer readable medium
may be transmitted using any appropriate medium, including
but not limited to wireless, wireline, optical fiber cable, RF,
etc., or any suitable combination of the foregoing.

Computer program code for carrying out operations for
aspects of the present disclosure may be written in any com-
bination of one or more programming languages, including
an object oriented programming language such as Java,
Smalltalk, C++ or the like and conventional procedural pro-
gramming languages, such as the “C” programming language
or similar programming languages. The program code may
execute entirely on the user’s computer, partly on the user’s
computer, as a stand-alone software package, partly on the
user’s computer and partly on a remote computer or entirely
on the remote computer or server. In the latter scenario, the
remote computer may be connected to the user’s computer
through any type of network, including a local area network
(LAN) or a wide area network (WAN), or the connection may
be made to an external computer (for example, through the
Internet using an Internet Service Provider).

Aspects of the present disclosure are described above with
reference to flowchart illustrations and/or block diagrams of
methods, apparatus (systems) and computer program prod-
ucts according to embodiments of the disclosure. It will be
understood that each block of the flowchart illustrations and/
or block diagrams, and combinations of blocks in the flow-
chart illustrations and/or block diagrams, can be imple-
mented by computer program instructions. These computer
program instructions may be provided to a processor of a
general purpose computer, special purpose computer, or other
programmable data processing apparatus to produce a
machine, such that the instructions, which execute via the
processor of the computer or other programmable data pro-
cessing apparatus, create means for implementing the func-
tions/acts specified in the flowchart and/or block diagram
block or blocks.

These computer program instructions may also be stored in
a computer readable medium that can direct a computer, other
programmable data processing apparatus, or other devices to
function in a particular manner, such that the instructions
stored in the computer readable medium produce an article of
manufacture including instructions which implement the
function/act specified in the flowchart and/or block diagram
block or blocks.

The computer program instructions may also be loaded
onto a computer, other programmable data processing appa-
ratus, or other devices to cause a series of operational steps to
be performed on the computer, other programmable appara-
tus or other devices to produce a computer implemented
process such that the instructions which execute on the com-
puter or other programmable apparatus provide processes for
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implementing the functions/acts specified in the flowchart
and/or block diagram block or blocks.

The flowchart and block diagrams in the Figures illustrate
the architecture, functionality, and operation of possible
implementations of systems, methods, and computer pro-
gram products according to various embodiments of the
present disclosure. In this regard, each block in the flowchart
or block diagrams may represent a module, segment, or por-
tion of code, which comprises one or more executable
instructions for implementing the specified logical func-
tion(s). It should also be noted that, in some alternative imple-
mentations, the functions noted in the block may occur out of
the order noted in the figures. For example, two blocks shown
in succession may, in fact, be executed substantially concur-
rently, or the blocks may sometimes be executed in the reverse
order, depending upon the functionality involved. It will also
be noted that each block of the block diagrams and/or flow-
chart illustration, and combinations of blocks in the block
diagrams and/or flowchart illustration, can be implemented
by special purpose hardware-based systems that perform the
specified functions or acts, or combinations of special pur-
pose hardware and computer instructions.

What is claimed is:
1. An information processing device configured to enable
user operations, comprising:

hardware comprising a computer processing unit (CPU)
and memory, the computer processing unit executing a
program of the memory that configures the information
processing device to:

restrict user operations;

responsive to restricting the user operations, transition the
information processing device to a locked state after a
period of inactivity;

responsive to transitioning to the locked state, release the
locked state in response to an input of characters of a
predetermined first password; and

change a number of the characters to be inputted in the
predetermined first password to release the locked state,
such that changing the number of the characters com-
prises, in response to inputting the characters within a
certain proximity to a last user operation, allowing input
of greater than a single character but less than all of the
characters in the predetermined first password in order
to release the locked state;

where changing the number of the characters to allow input
of'greater than the single character but less than all of the
characters in the predetermined first password to release
the locked state comprises:

requiring input of at least a first additional character along
with the single character when the certain proximity to
the last user operation is at least a first elapsed time since
the last user operation;

requiring input of at least a second additional character
along with the single character when the certain prox-
imity to the last user operation is at least a second
elapsed time since the last user operation, the second
elapsed time being greater than the first elapsed time;
and

requiring input of at least a third additional character along
with the single character when the certain proximity to
the last user operation is at least a third elapsed time
since the last user operation, the third elapsed time being
greater than the second elapsed time;

where the last user operation is separate from input of
greater than the single character but less than all of the
characters in the predetermined first password.
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2. The information processing device of claim 1, wherein
the period of inactivity is a predetermined period of time
elapsing before a last user input.

3. The information processing device of claim 2, wherein
the number of characters to be inputted changes in response to
an elapsed time since the last user input.

4. The information processing device of claim 3, wherein
the number of characters to be inputted increases as the
elapsed time increases.

5. The information processing device of claim 4, wherein
the information processing device is released from the locked
state in response to an input of a predetermined second pass-
word instead of the predetermined first password.

6. The information processing device of claim 5, further
comprising allowing the user to set the predetermined first
password as fewer characters than the second password when
the information processing device has been released from the
locked state.

7. The information processing device of claim 6, further
comprising recording a usage history of the information pro-
cessing device.

8. The information processing device of claim 7, further
comprising comparing the current usage of the information
processing device to the history.

9. The information processing device of claim 8, further
comprising increasing a security level by increasing the num-
ber of characters to be inputted.

10. The information processing device in claim 9, wherein
the security level is increased by reducing the elapsed time
when the current usage of the information processing device
is suspect with respect to the history.

11. The information processing device of claim 10, further
comprising acquiring the location of the information process-
ing device.

12. The information processing device of claim 11, further
comprising detecting movement of the information process-
ing device.

13. The information processing device of claim 12, further
comprising inputting an image taken of the user using the
information processing device.

14. The information processing device of claim 13,
wherein the usage history includes images of the user imme-
diately before the locked state of the information processing
device has been released.

15. The information processing device of claim 14,
wherein the security level is increased when there is a deter-
mination that a user attempting to release the information
processing device from the locked state is different from a
user who has previously released the locked state.

16. A computer program product for providing a locking
function, the computer program product comprising a non-
transitory computer readable storage medium having pro-
gram code embodied therewith, the program code executable
by an information processing device to:

restrict user operations;

responsive to restricting the user operations, transition the

information processing device to a locked state after a
period of inactivity;

responsive to transitioning to the locked state, release the

locked state in response to an input of characters of a
predetermined first password;

change a number of the characters to be inputted in the

predetermined first password to release the locked state,
such that changing the number of the characters com-
prises, in response to inputting the characters within a
certain proximity to a last user operation, allowing input
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of greater than a single character but less than all of the
characters in the predetermined first password in order
to release the locked state;

where changing the number of the characters to allow input
of'greater than the single character but less than all of the
characters in the predetermined first password to release
the locked state comprises:

requiring input of at least a first additional character along
with the single character when the certain proximity to
the last user operation is at least a first elapsed time since
the last user operation;

requiring input of at least a second additional character
along with the single character when the certain prox-
imity to the last user operation is at least a second
elapsed time since the last user operation, the second
elapsed time being greater than the first elapsed time;
and

requiring input of at least a third additional character along
with the single character when the certain proximity to
the last user operation is at least a third elapsed time
since the last user operation, the third elapsed time being
greater than the second elapsed time;

where the last user operation is separate from input of
greater than the single character but less than all of the
characters in the predetermined first password.

17. A method for releasing of a lock function for an infor-

mation processing device, comprising:

restricting user operations, the information processing
device having hardware comprising a computer process-
ing unit (CPU);

responsive to restricting the user operations, transitioning
the information processing device to a locked state after
a period of inactivity;

responsive to transitioning to the locked state, releasing the
locked state in response to an input of characters of a
predetermined first password;

changing a number of the characters to be inputted in the
predetermined first password to release the locked state,
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such that changing the number of the characters com-
prises, in response to inputting the characters within a
certain proximity to a last user operation, allowing input
of greater than a single character but less than all of the
characters in the predetermined first password in order
to release the locked state;

where changing the number of the characters to allow input

of greater than the single character but less than all of the
characters in the predetermined first password to release
the locked state comprises:

requiring input of at least a first additional character along

with the single character when the certain proximity to
the last user operation is at least a first elapsed time since
the last user operation;

requiring input of at least a second additional character

along with the single character when the certain prox-
imity to the last user operation is at least a second
elapsed time since the last user operation, the second
elapsed time being greater than the first elapsed time;
and

requiring input of at least a third additional character along

with the single character when the certain proximity to
the last user operation is at least a third elapsed time
since the last user operation, the third elapsed time being
greater than the second elapsed time;

where the last user operation is separate from input of

greater than the single character but less than all of the
characters in the predetermined first password.

18. The method of claim 17, wherein the period of inactiv-
ity is a predetermined period of time elapsing before a last
user input.

19. The method of claim 18, wherein the number of the
characters to be inputted changes in response to an elapsed
time since the last user input.

20. The method of claim 19, wherein the number of the
characters to be inputted increases as the elapsed time
increases.



